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An Empirical Study of Employee’s Deviant Behavior for Improving
Efficiency of Information Security Govemance
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ABSTRACT

For the continuous information security governance, we have to focus on not just technical
aspects like access control and DRM, but informal level management like information
security (IS) behavior, culture, and personal value. But there are few informal level studies,
while many formal level studies of IS governance or technical means. This study is an
empirical test that how IS culture, normal beliefs, personal behavior and value affect employee’s
deviant behavior. And we define a lack of an awareness of value and importance on IS
regulations in organizations as “Information Security Anomie” with the concept of anomie,
a viewpoint on social organization.
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(Table 1) Definition of Constr

ucts

Constructs

Definition

Advance research

Perception of Information
Security Climate

Perceived information security condition
through stakeholders

Schnake[30], Chanl6],
Neal and Griffin[27]

Perception of Information
Security Normative Belief

The perception of the information
security compliance expectation of others

Kreps[22], Herath and Rao[20]

Perception of Coworker’s
Information Security
Behavior

The perception of other’s information
security behavior

Sutinen and Kuperan[34],
Herath and Rao[20]

Perception of Usefulness
in Information Security
Policy

The perceived effectiveness of
information security policy

Gordineer{18], Kankanhalli[21],
Park et al.[28]

Perception of Information
Security Anomie

The lack of importance and value of
information security

Susan Kusmaski and Thomas
Kusmaki[33], Lee et al.[23]

Deviant Behavior of
Information Security

The tacitly deviant behavior of
information security policy

Neal and Griffin[27], Hayes et al.
[19], Chan et al[6]
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(Table 2) Descriptive Statistics (N=117)

Division Frequency Percentage
Male 58 476
Gender
Female 59 524
21~30 23 19.7
Age 31~40 76 65.0
Over 40 18 154
Banking 55 47.0
Type Insurances 25 214
Securities 37 31.6
Under 1 year 15 12.8
Over 1 year ~ under 3 years 19 16.2
Years Over 3 year ~ under 5 years 25 21.4
Over 5 year ~ under 10 years 33 282
Over 10 years 25 214
Staff 39 33.3
Assistant manager 33 282
Position Manager 24 205
Deputy manager 14 12.0
General manager 7 6.0
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(Table 4) Results of Discriminant Validity

Constructs [1] [2] (3] [4] (5] (6]
Perception of Information Security Climate [1] 0.940
Perception of Information Security Normative Belief [2] | 0.860 | 0.935
Perception of Coworker’'s Information Security Behavior [3] | 0.785 | 0.761 | 0.967
Perception of Usefulness in Information Security Policy [4] | 0.731 | 0.681 | 0697 | 0.929
Perception of Information Security Anomie [5] -0.354 | -0.231 | -0.402 | -0.402 | 0.813
Deviant Behavior of Information Security [6] -0.329| -0.23 | -0.347|-0.347| 0.381 | 0.915

AVE Al gtel 7

.
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Ha Perception of
Information Security
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(Figure 2) Results of Path Analysis
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(Table 5) Results of Statistical Hypothesis Testing

Hypothesis Path Coefficient t-value Directions Test of Hypothesis
H1 -0.342" 1.771 Supported
H2 0.397" 2568 + Non-supported
H3 -0.160 0.968 Non-supported
H4 -0.311" 2.39% Supported

“p<0.10, “p <0.01.

(Table 6) Results of Statistical Hypothesis of Information

Security Anomie

Hypothesis Integration of path coefficient Z-value Test of Hypothesis
H5 -0.138" -1.683 Supported
H6 0.148™ 1.971 Non-supported
H7 -0.062 -0.874 Non-supported
H8 -0.094 -1.484 Non-supported

p<0.10, “p <0.05.
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