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of Personal Information/Focus on Fintech Companies Using OPEN APIs
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ABSTRACT

It is actively opening the market to fintech companies through open platforms, such as
financial institutions and public institutions. In this thesis, we will look at the conceptual
differences between the “provision of third-party information” and “entrustment” of infor-
mation protection related laws, such as the Personal Information Protection Act, the Act
on Promotion of Information and Communications Network Utilization and Data Protection
Etc (Network Utilization Protection Act). In addition, the legal obligation to provide infor—
mation regarding the legal rights of information is considered to be relevant, whereas the
legal obligation of the private information provided by the company is excessively mitigated,
whereas the legal obligation of the company to provide information is excessively mitigated.
In addition, I suggest self-diagnosis checklist to help fintech companies improve their privacy
levels. It was found that the level of information protection was relatively insufficient
compared to the consignees based on the results of a survey conducted for 31 fintech
companies. Aggressive use of the checklist is suggested to raise the level of information
protection for those companies.
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(Table 1> Number of Inventions to
Report Personal Information
Violation Using it Rather
than Original Purposes(12)

Year 2012 | 2013 | 2014 | 2015 | 2016

Number of

2,196 | 1,988 | 2,242 | 3585 | 3,141
cases
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(Table 2) Recognition of Duty on
Provision of Personal
Information Processing

to a Third-Party(16)

area Well- | Have | Don't
known | heard of | know.
Banking/Insurance | 73.0% | 23.8% 3.2%
Health/Welfare 65.8% | 31.9% 2.3%
Electricity/Gas/Water| 61.9% | 33.3% 4.8%
Private education | 47.2% | 45.4% 7.4%
Real Estate/Lease | 46.0% | 40.3% | 13.7%
Information/ | 4> 70, o606 | 1379
Communication
Association/Group | 42.8% | 49.2% 8.0%
Manufacturing 34.3% | 524% | 13.3%
Distribution/ o o o
Logistics/wholesale 3L7% | 808% | 17.5%
Accommodation/ | gq 70 | 45500 | 9980

Restaurant




o #3 AF/OPEN API ©]& dAH A 7|4E& Az 23

23 W A9

MAGES] A3A AFA FERET

thell A gk 7§ 1o “AN3Ak Al&" 2

]

3
“

a}

Ej ZAF B

—

<
;i

el

X
0

il
=y
!

vA
o

K

ataL, A

S

& A

==z
pun

7]

A1 2] “SIesh A3

]

A
il

L

w
2~z
T

1)

T4 2016%13263[6]¢]

Aol A

3

<
gl
H
R

o

H 5133 U]‘ﬂ' 7]?3’8‘ 34.6000“ 1

0|

80.7%%1 ©l] 1k

Jo]7] %= shtt.

N
<+
)
N~

oK FHAHOR 2HEYY Juu

MR A2 )
Agel A

1

kel
=i

2.1 QIEH M3A HS 2

AN
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Don’t
8.9%
3.0%
0.9%
1.8%

known | heard of | know.

34.6%
56.1%
69.4%
80.7%

Have
56.4%
40.9%
29.7%
175%

Well-

ACT based on Number of

INFORMATION PROTECTION
Employees(17)

Number of
Employees
5~49
50~299
Over 300

(Table 3) Recognition of PERSONAL
Less than 5
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(Table 4) Classification of “Consignment of Personal Information Processing” and
“‘Provision of Personal Information Processing to a Third-Party” as
Required by Law

Area

Consignment of personal
information processing

Provision of personal information
processing to a third-party

The subject of the
purpose of personal
information and the
purpose of the profit

A company that receives personal
information

A company that provides personal
information

Predictability

possible to predict by owner of information
(in trusted range)

Difficult to predict by owner of information
(out of trusted range)

Mandatory matters

Disclosure and notification of contents
to owner of information
Disclosure to Privacy Statement

separate agreement from owner of
information
Disclosure to Privacy Statement

Responsible for
managing oversight
and loss of liability

A company that provides personal
information

A company that receives personal
information

Legal provisions

PERSONAL INFORMATION
PROTECTION ACT Article 26,

USE AND PROTECTION OF CREDIT
INFORMATION ACT Article 17,

THE ACT ON PROMOTION OF
INFORMATION AND COMMUNICATIONS
NETWORK UTILIZATION AND
DATA PROTECTION, ETC. Article 25

PERSONAL INFORMATION
PROTECTION ACT Article 18,

USE AND PROTECTION OF CREDIT
INFORMATION ACT Article 32,
THE ACT ON PROMOTION OF
INFORMATION AND COMMUNICATIONS
NETWORK UTILIZATION AND
DATA PROTECTION, ETC. Article 24-2

example

Call Center(Help desk), TM outsourcing, |

Shipping, Operation of IT center operation

Credit card mileage objective carrier
alliance, Delivers to an insurance company
through an event

Relevance to the work
provided by the provider

Part of the work involved directly or
indirectly.

not involved directry or indirectly
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(Table 5) Classification of Contract Relationship between “Consignment of
Personal Information Processing” and “Provision of Personal Information

Processing to a Third-Party’(9)

Area

Consignment of personal
information processing

Provision of personal information
processing to a third-party

Contractual relationship

An internal contract to
complete the original contract

External contracts separate from
original contracts

Independence of action

An act that depends upon the
original contract

An act independent of the
original contract
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(Table 6) Judicial Precedent about Classification of “Consignment of Personal
Information Processing” and “Provision of Personal Information
Processing to a Third-Party’(5)

Area Key contents

» Contract for selling customers’ personal information submitted through a giveaway event
to insurance companies

Fact o Obtain customer consent by specifying the contents of the personal information collection
and providing the contents with 1Imm big.

o Provide personal information to insurance companies for accurate marketing target selection

Original |° Include all items that must be notified to the customer
Judgement | ° Preceding marketing targets is simply consignment of personal information processing to
(Not guilty)| insurance companies

o Obtained consent from customers using personal information either in false or other unjust means
- To hide the main purpose of a prize event and collect irrelevant personal information

udgement ) X . \
] gb - Refusing to provide service to customers who disagree
U r}e]zme o It is “Provision of personal information processing to a third-party” not “Consignment of
CI; Tt personal information processing”

— Insurance companies received personal information for their own interests and business processes.
— Companies providing personal information did not manage and supervise insurance companies.
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(Table 7) Privacy Policy
PERSONAL NETWORK
Area| INFORMATION UTILIZATION
PROTECTION ACT|PROTECTION ACT
Purpose of
P;ﬁfgsgn‘)f Collection and
p & Utilization

Processing and
Retention Period

Retention and
utilization period

secured
safeguards

Consignment/ Consignment/
provision to a provision to a
third-party of third-party of
personal personal
information information
" processing processing
é_’. Rights, duties and Rights and
= | execution methods | execution methods
Personal Personal
information items | information items
that are collected,
processed how to collect
Destruction
Destruction procedures
and methods
CPO, Requisition CPO, Grievance
request processing settlement
department department
Violation of Rights | The installation
and Protection of | and operation of
o data subject the deVlcg collecting
= automatically the
% Changed history of |personal information
=4 privacy policy like the Internet

logon files, etc.
and how to deny
such device;
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(Table 8> Information Protection Publi-
cation within INFORMATION
PROTECTION INDUSTRY
PROMOTION Act

No Disclosure item

Investment in information protection against
investment in information technology

Number of employees in information
protection against employees in information
technology

Items related to authentication, evaluation,
and inspection of information protection(If
applicable)

Activities of Information Protection for the
Protection of Information Using Information
Services
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(Figure 1) Process of Using Open Platform
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(Table 9) Information Protection Checklist for Fintech Companies

area No. Check item Law & Regulation
Organization . . . . - PI ACT §31
configuration M1 | Designated information security officer? NU ACT §27, §45-3
Reggﬂiﬁ;);sesand M2 | Established an internal provision of information protection? NU ACT §28
af Information M3 Are information protection education plans established annually PI ACT §28
% Protection Education and implemented? FS Regulation §19-2
a Consent for using M4 Agreed to the collection, utilization, and utilization of personal PI ACT §15
personal information information? NU ACT §27-2
L L PI ACT §29
Written oath N5 Snegelt\};lélgo L?t Spilgéige arotr 3 confidentiality oath from the employees NU ACT §45
party FS Regulation §13
Managing access P ACT 829
Sing T1 | Managing system access authorization and deletion records NU ACT §45
rights .
FS Regulation §13
Access records PL ACT §29
management T2 | Managing system access records? NU ACT §28
e FS Regulation §13
Password T Are_the organization's password minimum length and complexity PL ACT §29
complexity settings enforced?
T4 Is there a proper system for network security? such as firewall, PI ACT §29
DS NU ACT §28
Network security Is restricted to allow access to computers only in certain PCs? .
- . . PI ACT §29
T5 | and is there a secure means of access when accessing the system .
. NU ACT §28
from outside?
- T6 Is the organization preparing access controls for key equipment PI ACT §29
§ Server such as servers? NU ACT §28
2. management izati idi i i .
g g 7 Is the organization providing protection measures for the public Pl ACT §24
web server?
Backup T8 | Establishing and implementing backup and recovery procedures?| FS Regulation §13
management ’ :
. . . . PI ACT §24
?
' T9 | Are key information encrypted with a secure algorithm? NU ACT §28
Bacrypiion Does the organization establish and implement k
T10 | Poes the organization establish and implement a secure key | o Regulation §31
management procedure?
. .. . PI ACT §29
T11 {ast etilte Jeg:s:sai secure solution installed and performing the NU ACT §28
Terminal security P ) FS Regulation §16
. . PI ACT §29
21 Us P 5 ?
T12| Using boot and login password correctly? NU ACT §28
. - PI ACT §29
2 S
Vulnerability check |T13|Is a vulnerability check conducted once a year? NU ACT §45-3
-~ Protef:ted zone Pl Are protectlve zones desgnated for protection of major systems PL ACT §29
2 designation and implementing protective measures?
& Access Control ) Does the organization prepare access control procedures and Pl ACT §29
manage access records?

1) PI ACT: PERSONAL INFORMATION PROTECTION ACT.

2) NU ACT: THE ACT ON PROMOTION OF INFORMATION AND COMMUNICATIONS NETWORK UTILIZATION
AND DATA PROTECTION, ETC.

3) FS Regulation: ELECTRONIC FINANCIAL SUPERVISORY REGULATION.
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(Figure 2) Conceptual Diagram of
Open Platform
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(Table 10) Status of Fintech Companies
Using Open Platform

Number of Number of .
employees companies Ratio
1~9 24 77.4%
1~3 4 16.7%
4~6 15 62.5%
7~9 5 20.8%
10~19 5 16.1%
20~29 1 3.2%
over 30 1 3.2%
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(Table 11) Status of Fintech Services
Using Open Platform

. Number of
Key services .
companies
P2P loans 12
Simple Payment and Remittance 8
Easy book 4
Card slip processing 1
Other brokerage business 6
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(Table 12) Total Defect Count Result

Total defect count Number' of Ratio
companies

0~5 10 32.3%

6~10 8 25.8%

11~15 9 29.0%

16~20 4 12.9%
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= : Fintech companies

B : companies that receives personal information

54.8%
(T3) Password requirements r1 3.9% ’

- ==,
(M4) Consent for using... B 2.8% 54.8%

51.6%
(T8) Backup management w

i [ 45.2%
(M2) Regulations and. ‘B 8.3% °

i 41.9%
(T2) Access records... w 419%
41.9%

(M3) Information... m

(T13) Vulnerability check ERees 8.7

(M5) Written oath m 35.5%
i 35.5%
(T9) Secure Cryptographic... F
i i 35.5%
(T1) Managing access rights ﬂ

.9%
15
; R 32.3%
(T5) Access Terminal... SEEERCH °

(T10) Encryption key... m 230%
(T7) Public web server... m 29.0%
(T4) Network security system Eﬁzﬁ%

(M1) Organization... -5% 19.4%

I 16.1%
(T6) Server access... B 6.9%

(T11) Terminal secure... mﬂ/lz'g%

0.0%
(P1) Protected zone... g

0.0%

(P2) Physical access control 00%

(Figure 3) Survey Results of Fintech
Companies Information
Protection Status
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'/’:?‘SOL% o] E} Number of | Number of .

. : . Noncompliant
Subject compliant | noncompliant ratio
) ) companies companies
(Table 13) Complied with Password Fintech

Requirements(T3) companies 15 16 5L.6%

Number of | Number of ] consignee 62 10 13.9%

. . . Noncompliant
Subject compliant | noncompliant ratio

companies | companies

companies

consignee 62 10 13.9%

T3, AR 7 A B dAE 418 =Rt
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(Table 14) Consent for Using Personal
Information(M4)
]
. Numbe.:r of Number'of Noncompliant 5 el %
Subject compliant | noncompliant ratio
companies | companies

Fintech . = am sr o -
companies 14 17 8% <Figure 3> o E ZYES FEsta
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