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A Method for Calculating Exposure Risks of
Privacy Information based on Website Structures
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ABSTRACT

This research proposes a method that aims to evaluate the risk levels of websites based
on exposure risks of privacy information. The proposed method considers two aspects as
follows. First, we define the risk levels of each privacy information according to its own
inherent risk. Second, we calculate the visiting probability of a webpage to measure the
expected of the actual exposure of privacy information on that webpage. In this research,
we implemented an system to prove that automatically collects websites and calculates
their risk levels. For the experiments, we used a real world dataset consisting of a total
of websites for 4 categories such as university, bank, central government agency, and
education. The experiment results show that the websites in the bank category are relatively
well managed, while the others are needed to cope with the exposure of privacy information.
Finally, the proposed method in this research is expected to be further utilized in establishing
a priority—based approach to alleviate of the privacy information exposure problems.
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(Table 1) Analysis of Existing Research from the Research’s Perspective

The Research’s Perspective

Descriptions

Reference

Risk level of privacy
of privacy.

In case of privacy exposure, the risk is
measured considering the inherent risk level

Cho and Jun[4]
Choi et al.[5]
Kim[9]

Lee and Young[15]
MOSPA-KISA[19]
Park and Lim[21]

Exposure probability of
privacy

The risk is measured considering not only the
inherent risk level of privacy but also the
exposure probability of privacy.

Cheon et al[3]
Choi et al.[6]
Kim et al.[13]
Lee et al[16]
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(Table 2) Risk Levels of Privacy Information According to Sensitivity

Risk levels Degrees of sensitivity

Privacy information

damage can occur.

This level contains the most sensitive information.
A In case of exposure to a third party, the financial

Credit Card Number,
Resident Registration Number

This level contains the sensitive information.

Drivers License Number,

£, In case of exposure, it possibly occurs additional |Passport Number, Account Number,
privacy information theft. Health Insurance Number
This level contains some publicly available Phone Number, Telephone Number,
’ information. E-Mail Address, IP Address,

But, in case of exposure, it is concerned about
invading their privacy.

Business License Number,
Corporation Registration Number
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(Figure 1) Example of a Website's
Structure Consisting of
Webpages Connected via
Links
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(Table 3) Notations Used in the
Proposed Model

Notations Descriptions
P; The i th website
The jth webpage of the ith
p;; .
website

Rp,) The risk of p,

(p; J) The risk of p;,

The number of risk levels of
privacy information

N The number of collected websites

Mp,) The number of webpages in p,

Np(pij) The number of forward links in p,;

e(p;) The visiting probability of p,;

The average number of daily visits
of p,

o(p; j) The average number of visits of p;;

The number of privacy information
in 4, exposed to p;;

B(p,;) | The set of back links in p,,
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“RI-K ANALYSIS of

(Figure 2) Exposure Status of Privacy
Information in a Website

_ Webpage without
privacy information

Webpage with
privacy information
(Yellow colored)

(Figure 3) Visualization of Website's
Structure

\ o Node Size means the
e estimated visiting probability.

(Figure 4) Visualization of the Web-
site’s Structure Based on
the Visiting Probability of
Webpages
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Calculated risk of webpage

Numbers of exposed privacy information
accordingto type

Level 1 Level 2 Level 3

(Figure 5) Example of Privacy Infor-
mation in a Webpage

i URL, Risk of website and
i@« Averagenumber of website
visits

Distribution of
the numbers of exposed privacy information

NRRRRREERE 110408 P(100%)

Collectingstatus of
webpage

25308 & P23%) Ml BRRRERNLTY) 65108 S PO i€heeee

w 260 HUTE M P(21.5%)

1608 HATE W P(.5%)

(Figure 6) Distribution of Privacy
Information Exposed to
the Website and Collecting
Status of Webpages
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(Table 4) Basic Statistics of Website
Risk According to Category

. Standard
Category | Min Max Mean deviation
U 0 | 992015 | 68063 | 151,813
B 0 | 886,516 | 115976 | 241,260
B 0 |[333,329 | 40,921 | 96,863
0 0 | 707207 | 73306 | 168402
M 0 67440 | 16308 | 27,585

B": The bank websites considered without the most
two websites in terms of website visits.

(Table 5) Top b Websites According

to Category Based on Their

Average Number of Daily
Visits
| mistof | AV | wrepite
Categories . numbers of .
websites . .. risks
daily visits
Ul 647,986 992,015
u2 472,870 470,590
U U3 177,747 17,292
U4 158,923 138,536
Us 150,346 338,069
BI 38,057,238 5.3E-15
B2 16,149,621 175,934
B B3 15,611,989 396,201
B4 5,697,238 836,519
B5 3,629,575 333,329
(o) 1,863,701 694,561
o2 646,270 272,786
0] 03 557,978 707,207
0] 404,789 15,495
(03] 329,521 56,271
MI 70,612 59,343
M2 28,476 1,758
M M3 15812 1.2E-06
M4 9,532 66,067
M5 9,157 67,440
o WA o) ARk WS AAA Bk, o]
= 3 oA YA Aatel daFS 7%

7] w2l v w2

A},

Y= ghol
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(Table 6) Comparison of Websites

W1 and W2
Number of Average
Website exposed number of W§b31te
privacy . .. risk
. . daily visits
information
Wi 3,299 6,340 67,529.9
w2 13,498 12,382 37,159.7

U2 ool x] 9] o Wi gEe] e 7t
AF = ARtel WA= FEs AuRT] 93]
A At Eol A q1e]e] frtolE WIok )
ALl E W25 A Aste] B350t} <Figure
7>3} <Figure 84 Aol E W= Ato]
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=L Zof W AR wEH AL F
o Stk

<Table 6>& W YAlo]E W2 &4
MRAGKRE] Tt Aol E Gt WEAl 5
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Al E Wi MR RT} wEg o] x
7F fIAkol E 2ol sl o)Al o W
Stgo] E& Ho RxEo 7] wWiEolth
(<Figure 7> #1l). &, YIAIO|E WIid =&
H AJNFRIE AR A =EE THsAdo

R R R
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:

[r

H

1
0.0001 —— Webpage distribution
1E-08 A Page exposed privacy
1E-12
1E-16
1E-20 -"‘“_
1620 e
1E-28
1E-32 + 5

Page exposed privac

1E-36 9€ exposed privacy L

Estimated visiting probability

1E-40 LLI
1E-44 9
1E-48 T
1E-52

Webpages (Sort by estimated visiting
probability in a decreasing manner)

(Figure 7) Distribution of Webpages
in Website Wi

0_0001 —— Webpage distribution
1E-08 [ A Page exposed privacy
1E-12
1E-16
1E-20
1E-24
1E-28
1E-32
1E-36
1E-40 +
1E-44
1E-48
1E-52 A
Webpages (Sort by estimated visiting
probability in a decreasing manner)

y S
Y
/'

Page exposed privacy

Estimated visiting probability

(Figure 8) Distribution of Webpages
in Website W2

£ With actual average number of website visits
N With fixed average number of website visits by 100,000

167,419-
150,988 N
D 115977 L
S 93,378
= L
g 73,307
—68,064- 2 L
5 N\
¥ L
e 6308 N
. . LSy : =1 ,
U ; 0 M

Categories

(Figure 9) Comparison of Website
Risks According to Web-
site Visits
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