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ABSTRACT

In recent days, internet appears to be a daily necessity, which leads to the increase of
internet fraud. This study particularly focuses upon C2C internet fraud, while other researches
on internet fraud seldom touch such a topic. The aim of this study is to grasp the stark
reality of the soaring C2C online fraud, to categorize the type of the frauds, to identify
the root causes of the fraud, and to suggest security measures to prevent the C2C online
fraud.

TS B, A7, AEY A7), AbelwiA, dal g, WA 6y, wek 3
Internet, C2C, Internet Fraud, Cyber Crime, Crime Prevention, Security Measures

B odge e @ 4REA/EA5AE ) SICTATAE S AdAde dpdne 53
- IITP-2015-H8501-15-1018).
#* First Author, Graduate School of Security Convergence, Chung-Ang University(sosilion@gmail.com)
## Corresponding Author, Department of Industrial Security, Chung-Ang University(cmlee@cau.ac.kr)
Received: 2015-05-07, Review completed: 2015-05-19, Accepted: 2015-05-22



142 SFZAAAYEE A A208 A2%

1. A £

Qe Yle] AslE e US 283 A7
Alzaglo] SabE A §-2-8-3) Bkl H g /g
o] AAA L it} 20149 79E 71F o= w34
ol FHIE2] IE o] &E-2 836%°]H, ¢
SR 41127 Holl o] 21 ATH10]. o] A
QAU oo AlEo] AAIEA &4
o] g3 4 I

i
%0
o
s
_{
ot

%2
=

Lo x
=

[>

N

i, e AAY AE AFHeR BE5e
2014\ 5. 156 10. 317k41 9] <1Efdl A A )
A7) AFE 49107 o] = 20149 A
AA 1648700 Y53 B2 Foln A
AtolH] W FolA 7S BE ARIFE 75
atal ATH12].

A AA FHES A7t} ke A
ko] gl= <l E
e FAe] & = Atk

mzoll oAl JelE & & o, WAl

2.1 I ALY

ALY A1 el Aol F11
g5) A7) WIS Mol WAE Bat
2 8 APIE ] A E Qe
dele $9L B A9 WA APeas

2110k b= Aolth, APl “Algt T welo]

B A9 (FY AT WA F, A1)
WA o HYs] SlaIA e AL

B917} glofok s, olel /]S 2 RE
ST Hoo] WA AT BE A
Aabae] Eal7h AL Fhsl A Akl
ololg Akt T2 2Tl e g
o A2 QB ol AN EAEE o]-§ail
Sa| Aol Al BEoIL A2 AT A

H Eo] AEe] o] 55 FHshs A @919



& fgor & 5+
A A7 Azt ol s wel A w3t
Aerel glrke A HlSE IEYolsE Alo]
B g3re] 5424 mjitolt. Aboln] g3ke] 5
FeR dolA: HigaA, o, A
A, ARE - w3ke) 249 SO Q1) Aoy
= Aotk 53] Afolu] 53k

= o
W
N
)
ilfs
=
%0

A sl BHE AXE F glow, sey
A\ sh e Aeln] WAL EFa Fa 9
9 29| shte o 4 eHISL B Aol F7F

A e o5 ok 5, Aopel 4

o
£ ol 7] Hlo] &5k $59] A7 of
@A Hol WA F7t fol@ FwE

o
i)
b
>
e
N

o 27k Qe A7l @
b2 ool a givH21l B Abg

e
11
o
olN >

e QEvoR AL T u A7) 96
o sl Azasl Selsta glom ey 7
o 23 x—ij 3% a9lo] 9 grk

TAHRE] A E I QITHAL TEU ﬁ”ﬂ+
I A7) Fele] o FA o skt
sk 4= o} Aleem and Antwi-Boasiako[1],
Bayl2], Noufidali et al.[20] &-o] Abell 4] &

QEY AAY A7le) e D HeklA 143

HA A SHo|A thE Hong and
Bael8]9] A5 H]5ato] ezt ¥ilolA %
Bek A14], AHNES o] &3 HAPFA B
A A} gEl] A 991 WA )Rk Al
A8 Choungl6], Kim[9], Kwon[13] <] 91+
o} gt T AAFAYE vl A
[18]%= it}

ole] gk HA A A AnARTE 93
ATE HZoE A5 Yoo and Choil24]
Al AAGAYNA AT E 2] S
AAYF AT AL &5 FulekdS fd o
A wpgo] Fgairh= F4-E UlE AT Yoon
and Park[25]€ Q1E1Yl &% Bl A A5
A EEE i‘ﬂ]x} 7]”&33-?4§ 9] }”“1
2 9EE

i g
E"&q‘{ioﬂ A WEH ol AT THE F

2.2 QI F7{2 AP

Al A7E QTEYl AwjAly], Gt
Sujalz]) QI Ul AH 2 A7) QIEJY &
7] 5 ohekek Fejr} ok whE QIE Yl 27
A7@ F3 0 QAE BekA 43 Al
Mele] QEUIS B3 A AL 5= FE
= T TAPAE AAA

o Azkel 2= 9lo] A} *W%Eﬂoﬂ 1014

1 3L
5
(e}
A

£ =

=

_omi_ﬂ—%



144 @FAAAREEA A28 A28

ey IEU HAY Aol #Ek At
doA s A gow, i V= T o=
Aol wgkEnh W o] &4 WA QIH
Ul A7) Fse] #A-4-S 1223 Burgard and
Schlembach[5]9] 1= Goffman®] ‘Zd| ]
4 (frame analysis) ©]=o] 4z QAEH
A1 98 E 3EAR Rt Utk Al 19
= x%)q-x%o];q oro /\]_Qﬁ 5] S O}u:];ﬂ ;LMJ/}
A7} okstE = FEolH, Al 29HAlE AP IH
W @2t FeA-8-S AGetas Aa A
7} QAtEE GAE Ttk 1Ean Al 39 ol
A FaA} A7 Tl AMES A et A S a7}
A sHA fk o9 o] “ZH e & il(hooked
n), A#Z&<S sttt Kstaying attuned), 2=
J]aHxP tot A @A =2 Foke H=(cooling out)”
A= EH\] AAHE] AFele Iz 4§

1_519\] EH }719} Hdd AT A
g %Oﬂf‘i AR I s
At Grazioli and
JNEIU AL7]o A A7 0]
=2 7Fd(masking), &2(dazzling), <1 (de-
coying), 2 (mimicking), &3
W 7 (relabeling), Z2He AH

—

Jarvenpaal7

(inventing) =
Z(double play)

o] A S AASta gk 12y
AlE A7 AR A oA LRk
HEE A2t o R 6] wjite] Qe Yl
AAY Alel 2848 o e FHoREE 7P
(masking),

Z(inventing)

fr<(decoying), 2 (mimicking), ‘&
ol wekEnta & 4 gl

I Xijao and Benbasat[23]2 A&l 21 A )
ANA A7) FEE Fete A
Aal AAY AZ7F sk Al 7HA] A
842 BEgk AW FaH o A xd
ARE AAstL k. o] 59 A= IEU
2—17‘]"/]1 /‘}7134‘31]94 H@ﬂ JJr “_rLZﬂZq WS

FAHeR

Hﬂl 471011 J& "dﬁli wl oi%‘ﬂr.
A AAY A7l tigt ] A= A

o] Zrolr 7] 31 AAo|th Leel17)7} 418 <

Hul A ANE AFFA= E}%{W 32}

?ﬁg

ot M‘ﬂ“ﬂOﬂ ek F=el ﬂ1° A2t
ekl tia AAA o= ekl AR i<l
3 AQeNA BAsHE AR A A=
= o AP oWt R T

)\
%ﬂ—% “L%l /\l‘jr ojA# ¥
A



3. AEYl AAZ s Al
3.1 QIE{H 0|82 37t

JEU AAH A17F S7keke 2844l
o= AEUl ARgol AA =307] witelth
20149 IEU o] &ES Ay EW, <Table
1>olA B AAE, 7 34 o] =l
IE ol EHl o] 8L 7TE 7IE
83.6%°l o]=a1 glom, o]-§2} Iz 43 1004t
W dolAdnh AA JIEU FdA7E 85.9%
el wka 174 o o]-8-&o] 836%= LI
U B ARGl A EN S & A
d

AAR AR AHAM 15 oW o] E&ERE

QIEY AAR A7) v D wekA 145

-
W B s Bhlen e o 4 gtk
Z

JEU AIS 297 =) Aboln] WiF=
AL =31 gtk 20101 12290271 0] & Ako]H|
W3 = 201390 = 15536671 2.2 3id Alo]
264%4 S7FH. At vholH A FE T
Aol Bl e & W= 7F 20101 18,2877 ol A
201339 = 1040771 0.2 F-2 43% 4 Eo&
gl wksf QIE Yl Ab7]= 2010 47,10671 ¢l A
2013 el = 8535671 0. = 3id Aol 82.3%1t
7kl Zlvkst tix ds Hola vk ]lE
Ylo] d/gstsAM AtolH M7} a3 5 vl
WA AL VEs &8s AlelwEHE g W
oA w3 EUlS o] gsk7It dh= 2l

El A}/l 9} 2wk Alolu] WA o) 27}

©:

rL A

2l
o
-

(Table 1) Internet Usage Rate and Users by Frequency(%, thousand)

Internet

1 week 1 month 3 months 1 year Experienced
Internet Usage Rate 79.2 83.6 4.0 4.3 8.9
Internet Users 38,956 41,118 41,328 41,485 42,235

Source: 2014 Survey on the Internet Usage, KISA[10].

(Table 2) Trends in Internet Users

2006 | 2007 | 2008

2009 2010 2011 2012 2013 2014

Internet Users per

100 Population 81 88 810

81.6 83.7 83.8 34.1 84.8 84.3

Source: 2014 Survey on the Internet Usage, KISA[10].
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(Table 3) Trends in Cyber Crimes

Cyber Crimes in General
Type Cyber- Libel/ |Infringement| Illegal | Illegal
Total . -
Year © Terrorism ,?;]ta al Irﬁt:;lrlldet Sexual | of Personal |Web-site| Copy Etc.
Assault | Information |Operation| and Sale
Report | 122902 | 18287 | 104,615 | 47,105 | 9,747 4529 8,306 18,818 | 16,110
10 Arrest | 103809 | 14,874 88935 | 35,104 | 8638 3770 8611 17885 | 14,927
Persons | 1117201 16777 | 94995 | 36,412 | 921 4253 | 10279 | 18287 | 16520
Arrested
Report | 116961 | 13396 | 103565 | 48,755 | 8832 3,160 6,908 17,161 | 18,699
11 Arrest | 91,496| 10,299 81,197 | 32,803 | 7,848 2,506 6,678 15,087 | 16,275
Persons | o5705| 11309 | 84396 | 32,390 | 8222 2,839 8682 | 15270 | 16993
Arrested
Report | 108223 9,607 98616 | 46,394 | 844 2561 3753 16588 | 20776
19 Arrest | 84932 6,371 78561 | 33,093 | 7,215 1,340 3,551 15,111 | 17,751
Persons | gg513| 7939 | 79274 | 30,826 | 7743 1972 4639 | 15634 | 18460
Arrested
Report | 155366 | 10,407 | 144959 | 85,856 | 8866 2,208 3,051 16,935 | 28,043
13 Arrest | 86105| 4,532 81,573 | 39,282 | 6,58 1,288 2,953 13,567 | 17,898
Persons | goeo1| 5514 | 87,107 | 40,806 | 5375 1,485 3969 | 14170 | 21,302
Arrested
Information and Communications Network Crimes
Type 5 Cyber | Infringement of |Infringement
Year Sub- | Interneg Financial |Personal Location| of Cyber Spam Etc.
Total | Fraud . . . Mail
Crimes Information Copyrights
Report 89519 | 56,667 | 155% 939 14,168 9 2,140
14 Arrest 56,461 | 40,657 6,567 635 7,198 4 1,400
Persons
Arrested 38579 | 17,521 8572 929 9,851 5 1,701

Source: KNPA Homepage(www.cyberpolice.go.kr).
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(Table 4) C2C Internet Fraud Victimi-
zation Cases reported to The

Cheat’
Number of Amount of
Victimization Victimization(#)

2006 6,332 2,433,493,000
2007 9,489 3,452,807,000
2008 11,912 4,690,004,470
2009 11,364 4,335,837,000
2010 16,078 5,916,747,009
2011 16,720 5,986,662,843
2012 17,976 6,386,422,439
2013 25,326 7,768,611,760
2014 38,240 11,306,350,594

Source: The Cheat Homepage(http://thecheat.co.kr/).
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(Table 5) Top 10 Items of C2C Internet Fraud Victimization Reported to The Cheat’

Victimization Cases Reported to “The Cheat’
Top 10 Items
2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | Total
Cellular Phone/ 762 | 983 | 84| 84| 1608 | 2222 | 3895 | 4754 | 8629 | 24561
Peripherals
Ticket/ 152 | 371 | 606| 758 | 1111 | 1451 | 1,763 | 3001 | 4478 | 13691
Gift Card
Accessaries/ 505 | 651 | 740 | 5837 | 1676 | 1145 | 1459 | 2054 | 2145 | 11,048
Clothes
Camera/ 661 | 936 | 1,148 | 1,153 | 1,356 | 9997 | 8987 | 1,146 | 1528 | 9825
Peripherals
Computer/ 49 | 681 | 814 78| 934 | 1005| 1296 | 1249 | 2078 | 9311
Peripherals
Tablet/ 243 | 410 | 412 436 | 934 | 814 1097 | 1502 | 2178 | 802
Notebook
A”t%i‘;bﬂd 547 | 931 | 934 | 939 | 994|737 | 747 | 85| 1064 | 7685
MPI/PMP/ 84| 95| 1240 | 138 | 1695 | 1371 | 33| - | - | 747
Electronic Dictionary
Shoes 303 | 332 4| o4 1033 1663] 47| 8167 | 1,187 ] 66%9
Baby and Child 428 | 3921|6384 | 75| 1,36 | 1,719 | 5288
Products

Source: The Cheat Homepage(http://thecheat.co.kr/).
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