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Fig.1 — Al Driven Closed Loop Architecture (L1-L5)

L1 Ingest & Canonicalization

* Receive EML/MBOX

* Normalize Quoted-Printable / Punycode / homoglyph / zero-width
* HTML unmasking * QR decoding (Quishing)

* URL unshortening * redirect chain expansion

L |

L2 Artifact Extraction

* From / Return-Path / Reply-To

* DKIM d= SPF/DMARC outcomes

+ Domain / IP / URL / file hash * User-Agent
* Message ID / thread lineage

- CTl — update rules/blocks

L ]

L3 Scoring
+ Composite rules + lightweight ML (Logistic / GBDT)
* Final risk level: High / Medium / Low

- sandbox

|

L4 Bidirection CTI
* STIX/TAXII - MISP + OpenCTl fetch / push
+ Consistency via confidense * TTL - ATT&CK labels

- click events

1]

L5 Action / Deployment / Observability
* Generate Sigma / Suricata / DNS blocks (Review — Enforce)
* Metrics * KPIs * replay via OpenTelemetry (Otel) - OCSF - ECS

Feedback: TP/FP

* Operational dashboards
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[1] OASIS, STIX 2.1 / TAXII 2.1 Specifications.
[2] MISP Project; OpenCTI Documentation.

[3] MITRE, ATT&CK for Enterprise.

[4] SigmaHQ, Sigma: Generic Signature Format.
[5] OpenTelemetry Specification.
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[6] OCSF; Elastic Common Schema (ECS).

[7] Unicode Consortium; IETF, Unicode Security (UTR
#39); Punycode (RFC 3492); IDNA (RFC 5890 - 5891).
[8] IETF, Email Format & Auth: MIME (RFC 2045,
2047), Internet Message Format (RFC 5322), DKIM
(RFC 6376), SPF (RFC 7208), DMARC (RFC 7489).
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Comparative Study on Performance and Interpretability
of Phishing Website Detection Models Using
AutoML and XAI Techniques
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Using Online Consumer Behavior Data
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Exploring Lightweight Stock Prediction Models
Using the CNNpred Benchmark Dataset
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A Graph Embedding Approach to
Improve Security Vulnerability Classification
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